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Single-Sign-On Options	
	

For Exchange On-premises Migration Scenarios



Single-Sign-On?

For those unfamiliar with the term, Single-Sign-On, abbreviated as SSO, is meant to express an idea of authenticating once on a host or application and that subsequent logon being able to be reused to access other applications, systems, or devices.  Windows has had this ability for a very long time with the concept of a Domain.  Users that logon to a Domain can use that event to access a myriad of other resources that also belong to the same Domain.  In the simplest of use cases, this ability is seen when a logged-on user is able to access a shared file system simply by browsing to the location without a prompt for separate credentials or any other interference.  This is well known in enterprises and is a key attractor to the use of the Microsoft ecosystem.


MIGRATION INFLUENCE

When an organization chooses, or is possibly forced (think of an acquisition), to migrate to another environment, it is important to consider the use of SSO since this is one of the first and most visible perception influencers for end-users.  Users presented with prompts for usernames and passwords which were not requested before a migration can sour the perception of the efforts made, even to the point of stalling or halting valuable progress that is being made.
A migration in this context can be of any type:  email, file systems, databases, information directories, applications, etc.  When services and resource consumed by users all share the same authentication framework – Microsoft’s Active Directory – SSO is a natural and easily identified element of value.  When migrating any of these elements to a new or different platform, the preservation of SSO should be considered and implemented if possible, if for no other reason that mitigating the chance of a soured perception by the consumers of those resources.
This document will focus on Microsoft Exchange and migration scenarios related in an on-premises setup.  Office 365 does have SSO options as well, but are of sufficient difference to require a separate examination of options in a separate document.


FUNDAMENTALS

Before providing the options available for SSO during an Exchange Migration, it may be best to examine some fundamental elements.  Doing so will allow for a later ability to answer questions that may arise that are scenario driven, unique, or unknown at the moment.  For those that already have deep knowledge on Microsoft Windows Domains and security implementations, feel free to scan or skip this section.
In addition, this is not meant to be a course of information used to prepare for some test or certification.  The information here comes from both real-world experience, developer comments, and available Microsoft documentation.

Active Directory Domain
The first element to introduce is the Domain.  This element has many broad topics and the focus here will be simply on the security features provided by Active Directory.  The AD Domain is best thought of as a shared authentication container.  Applications, devices, and services that are able to integrate with the Domain can use the security features it provides to both challenge and validate authentication and to provide enumerated “rights” to access resources provided by those same applications, devices, and services.
The Domain in this context would be characterized by all constituents adhering to the same rules and attributes of the security provided by the Domain.
As a complement, Microsoft also has the concept of an Active Directory Forest, which can be a hierarchical groping of Domains.  It is possible in this context to easily allow authentication in one Domain to be accepted by other domains in the same forest, or to not allow or some mixture in-between.
The security function of the Domain comes from provide two main aspects:  identity and authentication.  In the case of identity, Active Directory provides several “principal” objects that can be allowed to authenticate to the domain.  There are also several other object types that are non-principal and cannot be used to authenticate.
The authentication aspect of the domain is to validate the identity and to challenge and accept or deny that identity’s proof of itself.  This is commonly done but providing a username (the identity) and a password (the proof), but is not an exclusive option and due to the extensible nature of many of Microsoft’s core software offerings, can have other options for authentication like certificates and “crypto” cards or others.  In the end, the result is the same, a proof of identity is made.
When the “proof of identity” is made and accepted by the Domain, a “token” is returned that is sort of like a badge that can be shown to other applications, devices, or services.  This token is an in-memory block of information that describes the identity and optional secondary identities for the principal that was authenticated, which is primarily a “user account”.  It is very similar to receiving a visitor badge at a secured facility.  This badge can be presented to “scanners” to open doors, elevators, or even access computers.  The badge may even have been encoded with an expiration date/time so that after a few hours it no longer is accepted – an analog to password expirations.

Security Identifier
As expressed prior, one of the primary functions of Active Directory is to provide identities.  For “principal” objects, the same will have an attribute associated with it called a Security Identifier, or SID.  The SID is a binary value that is a composite of values, some which identify the Domain in which the identity is a member, some flags and description of the type of identity, and a unique identifier (often a numerical advancing value).  This value, the SID, can just be considered opaquely for most conversations.
Logon Token
The logon token is a term used in the Microsoft ecosystem and has a few key elements that will be used later in this document.  This “token” is essentially a listing of all the SIDs that are associated with the specified identity, including the SID of the identity itself.  Each security group, and possibly the list of values from the “SID History”, is added to the logon token by the authenticating Domain Controller before it is handed back to the requesting application, device, or service.  The SID-History will be examined separately later in this document.
The following is the output from the Microsoft “whoami” utility:
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Access Control List
The Access Control List, abbreviated as ACL, is a list of SID values and numeric “rights” values, and possibly other “permission” elements as determined by the ACL owner.  Different applications, devices, and services can have different uses for the values in the ACL, but the format is common across all and Microsoft provides developers APIs to interact with ACLs.
It is important to note that the ACL is implemented, managed, and controlled by the application that hosts it.  There are no rules dictated with regards to how things like inheritance or order are applied; such is at the discretion of the developer.
For example, Active Directory uses the ACLs to control access to objects in the directory, including the directory “containers” and Organizational Units as well as other objects types.  AD support inheritance “chains” where the SIDs set in an ACL on a parent or ancestor node can be applied to a child element without repeating the ACL on each subordinate object.  In contrast, a windows file server – which can also have a directory hierarchy – doesn’t inherit this way: each folder in a file system maintains its own ACL, exclusive of parent folders such that changes to a parent folder do not automatically apply to child folders.
Microsoft Exchange is not unique in its use of ACLs in a general sense, simply because it uses Microsoft’s published APIs and developer frameworks for security.  Many different objects in Exchange can be secured by an ACL: mailboxes, servers, folders, items, etc.  Similar to file systems, Exchange doesn’t provide automatic parent/ancestor inheritance.  Folders in Microsoft Exchange will “inherit” permissions only from the immediate parent folder and such is done by copying the parent folder’s “inheritable” permissions to the new object.  After the object is created, changes to the parent folder’s ACL don’t affect the child folder’s ACL.
Also note that the ACL that exists for a mailbox object is technically stored in the exchange database, not in Active Directory.  While it is true that there is an AD property – msExchMailboxSecurityDescriptor – that appears to have this value, such is a copy of what exists on the mailbox in the database.  Changes to this Active Directory attribute do not cause changes in the Exchange database.  It can be used to read and report on permissions, but it should also be understood there can be micro-delays (or longer) between mailbox permissions in the database and those same changes appearing on an Active Directory object.

Access Checks
Now that the fundamental elements of Identity, Access Token (a synonym for Logon Token), and ACL have been introduced, the concept of the Access Check can be explained.
When an application, device, or service that chooses to use Windows security receives a request from a client to access one of its resources, it has the option of doing an access check to determine if the requester is allowed to access the resource and, if allowed, the amount of access the client should have.  Note that it is solely up to the application developers to choose to use the access check routine and there can be parts of some software that implement the access check on only specific elements of its system, while other software may perform an access check on nearly every element or resource it provides.
The access check routine, in a simplistic description, is a comparison of the requester’s “access token” to the list of SIDs on the ACL.  If there’s a match between one of the SIDs of the access token and one of the SIDs in the ACL of the resource, the “rights” assigned to that SID in the ACL determine what the requesting application can do.
In some more complicated scenarios, the first access check may just be to establish that the requesting application has some access, but then a second access check is made for some custom feature or the like.  Again, all is up to the developers of the application.
Microsoft provides two main types of ACL entries:  ALLOW and DENY.  As their names suggest, one type allows access with the specified “rights” while the other denies access of the specified “rights”.  The most common flow of this is that a DENY right supersedes an ALLOW, even if this ALLOW entry is explicitly for a user or specific right.

SINGLE-SIGN-ON OPTIONS

Given the preceding descriptions of how identities and access work, these elements can allow for a single-sign-on experience for users and applications, provided that the services being requested allow for such.
The following options for SSO are valid for the context of Microsoft Exchange.  Some of the options presented are exclusive to Microsoft Exchange while others are more generic and work for any application or service.
SID Future 
This is an option that Priasoft has “coined” and is the recommended and often preferred method for SSO.  This SSO pattern involves the use of Microsoft’s SID History value and feature and the appropriate windows “trust” between domains.
In Microsoft’s implementation of their LDAP directory service, Active Directory, they added a feature whereby a list of previous SIDs could be associated with a principal identity (primarily for user accounts).  This value, called SIDHistory, has been available since Windows 2000 Server.  Microsoft provided this feature to help in the transition from the antiquated “Windows NT” domain model to the directory model.  As such, this is a core feature of Windows that has been “well baked” and tested over more than a decade.
The typical use of the SID History is by migrating user accounts from an old domain to a new or different domain first, ahead of applications and services.  In this use pattern, users logging in to the new domain would have natural access to older applications and services still hosted in the older source domain.  This allowed quick and easy adoption of the newer platform with less concern about the legacy applications and services.
This feature is still commonly used for the same reason and purpose.  When organizations are acquired, or when the desire is to move to a new and freshly architected target, users can migrate first, with SID History and still access most of the legacy resources.
The “History” term in the value name implies age and prior use, which is true in the use cases presented.  Users are given new SIDs from the new environment, and have a “history” of prior identities to access the old.
Using this same technology and capability in reverse prompted the term “SID Future”.  In this use pattern, instead of migrating users first to the target environment, applications and services migrate first and Active Directory (and the users, groups, and related objects) migrate last, or nearly last.  This is often a design choice made because although many applications and services are “directory integrated”, there are also many that are not.  Migrating user accounts first can frustrate users since they might not be able to use those legacy or source environment applications that are not directory-integrated.
In the SID Future concept, the SIDs of target accounts are brought back to the source users so that users will have two identities:  the primary SID from the source domain, and an additional SID from the target.  As applications are migrated or instantiated in the target domain, the user accounts in the target domain can be used to grant access to resources in that same target domain.  This makes security management intuitive and easy, and saves later conversion steps for ACLs.
Note also, in this model of SID Future, password sync might not be necessary because the source domain does the authentication, and the target domain accepts the access token created – this is by the use of the windows “trust”.
In summary, SID Future uses a tenured, highly implemented feature that is natural to Windows and Active Directory.  It is not application specific and any application or service that can use Active Directory for security receives the benefit of this use, including Microsoft Exchange.
In the context of Microsoft Exchange, the use of SID Future also removes additional “rework and cleanup” presented by the Linked Mailbox feature (see below).

Linked Mailboxes
The “Linked Mailbox” is also a feature that can provide SSO for Exchange, but is exclusive to Microsoft Exchange.  Furthermore, non-Microsoft clients often have issue with this setup because the concept and use is very much a Microsoft Windows and Exchange feature.  
When Exchange is installed in a domain/forest, it extends the schema (the core list of objects and attributes for objects) to support new properties for things like the location of the mailbox database for a user, and other Exchange specific features.  In the set of attributes that are added to Active Directory, Exchange adds a value for user accounts called the “Linked Master Account” (in LDAP it is msExchMasterAccountSID).
The Linked Master Account (LMA) is a SID of a user account from a trusted windows remote domain (note that linked mailboxes between domains of the same forest are not supported).  The SSO for such a setup occurs because when an Exchange server receives a request for access to a resource, it can compare the SIDs in the access token presented to the LMA, and if a match exists, Exchange will accept the token and allow access.
In contrast to SID History, the schema extension made by Exchange only allows for a single value to exist on the LMA, however SID History can have multiple values, for cases where a user has been migrated several times or needs access to several source environments with a single identity.  In addition, extra rules are required before Exchange will accept the use of the LMA.  
These extra rules are:
· The “mailbox account” must be a disabled user account.
· The “mailbox account” must have an additional value set indicating the enabled/disabled state of the account (search for msExchUserAccountControl for more information)
· The authentication must occur in the source domain and the resulting access token passed to the Exchange server.
Linked Mailboxes do provide nice SSO capabilities, but as implemented only provide value for Exchange.  Other applications or services – a network file share, or a SQL database, for example – have no knowledge or ability to use this feature.  It is for this reason that Priasoft primarily recommends the SID Future approach.
Linked Mailboxes are not without challenges, however.  Since this SSO capability solely relies on an authentication routine occurring in the source domain, any application, device, or service that cannot “authenticate in one domain, then pass the token to exchange” will have issues.  For example, a mobile mail client may have issues because the URL or host with which the client initially communicates is likely to be the Exchange server or a host in the target domain and will expect to perform authentication routines in that environment.  Secondarily to this, because of the rule that the “mailbox account” must be a disabled user, it cannot be used for authentication.
Another challenge of Linked Mailboxes involves the use of security groups.  Consider a situation where, prior to migration, a security group is used to control access to a shared mailbox.  Members of the group are allowed to open the shared mailbox.  When the shared mailbox is migrated to the target Exchange environment, the LMA is expected to be the SID of a user account, not a GROUP and access is not available.
Next, consider a case where after migrations have started or completed, a new shared mailbox is requested and is created only in the target environment.  A group from a remote domain cannot be used to control access to an Exchange object in a different domain.  This stems from Active Directory rules with regards to Universal Groups – Microsoft Exchange requires that security groups that control access to Exchange objects be Mail-Enabled Universal Groups.  Other group types are ignored for security.  Furthermore, there is no concept of a “Linked Mail Group”.
SID Future does not suffer from these issues since it operates at the domain level, not at the application level.

Passthru | Password Sync
This SSO option is, at best, a trick.  Windows environments have long supported a “passthru” authentication feature that works when a currently logged on user’s username and password are the same between two separate environments.  The token created in the source, due to how the password is hashed for NTLM, would work in the other domain. 
This is an older mechanism and obviously less secure than other methods, but may be effective for certain scenarios.  This also requires that some sort of password synchronization system is employed to handle resets, expirations, and on-demand changes to passwords.
Similar to the other options provided, this is mainly a Microsoft Windows feature.  There is little guarantee that this feature will work all the time or for non-Microsoft applications.

User migration before applications
This last option is one that is simply inherent to Active Directory migrations.  If the active user logs on using the same user account that has the mailbox, that user naturally experiences a SSO event.  However, for this pattern to be effective, the use of SID History in the traditional sense is highly encouraged, if not ultimately required.
This is not a highly recommended option due to the nature of the windows user account and its dependency within so many different applications and services.  In cases were AD users (and the domain itself) are migrated first, there are often cases where some users cannot effectively do their work functions because legacy applications don’t work.  This forces some users to move backward and creates a “split brain” scenario where some users operate in one domain while others work in the older.
The “split brain” scenario complicates migrations of applications and services, including Microsoft Exchange, because of the impact on SSO and general access overall.
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USER INFORMATION

User Name  SID

domain\user S-1-5-21-2302439342-3389795544-2020727972-1001

GROUP INFORMATION

Group Neme Type STD Attributes

Mandatory Label\Medium Mandatory Level Label 5-1-16-8192

Everyone Well-known group S-1-1-8 Mandatory group, Enabled by default, Enabled gr
NT AUTHORITY\Local account and member of Administrators group Well-known group S-1-5-114 Group used for deny only
WorstationName\HomeUsers Alias 5-1-5-21-2362439333-3303335544-20233337972-3333 Mandatory group, Enabled by default, Enabled gr
BUILTIN\Administrators Alias 5-1-5-32-544. Group used for deny only

BUILTIN\Perfornance Log Users Alias 5-1-5-32-559 Mandatory group, Enabled by default, Enabled gr
BUILTIN\Users Alias 5-1-5-32-545 Mandatory group, Enabled by default, Enabled gr
NT AUTHORITY\INTERACTIVE Well-known group S-1-5-4 Mandatory group, Enabled by default, Enabled gr
CONSOLE LOGON Well-known group S-1-2-1 Mandatory group, Enabled by default, Enabled gr
NT AUTHORTTY\Authenticated Users Well-known group S-1-5-11 Mandatory group, Enabled by default, Enabled gr
NT AUTHORITY\This Organization Well-known group S-1-5-15 Mandatory group, Enabled by default, Enabled gr
MicrosoftAccount\usen@domain. com User 5-1-11-96-1611454863-58364-18864-11111722203-111181903 - 1228585020 2302021526 -2725887928-1227118228-1235517977 Mandatory group, Enabled by default, Enabled gr
NT AUTHORTTY\Local account Well-known group S-1-5-113 Mandatory group, Enabled by default, Enabled gr
LOCAL Well-known group S-1-2-8 Mandatory group, Enabled by default, Enabled gr
NT AUTHORTTY\Cloud Account Authentication Well-known group S-1-5-64-36 Mandatory group, Enabled by default, Enabled gr

PRIVILEGES INFORMATION

Privilege Name Description State
SeShutdownPrivilege Shut down the system Disabled
SeChangeNotifyPrivilege Bypass traverse checking Enabled
SeUndockPrivilege Remove computer from docking station Disabled
SeIncreaseliorkingSetPrivilege Increase a process working set Disabled

SeTimeZonePrivilege Change the time zone Disabled
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